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Abstract 

Background: The impact of the pandemic caused by the coronavirus (SARS‑CoV‑2), 
causing the disease COVID‑19, has brought losses to the world in terms of deaths, eco‑
nomic and health problems. The expected return of the public to activities adapted to 
the new health situation led to discussions about the use of vaccination and its effects. 
However, the demand for proof of vaccination showed how inconsistent, unregistered, 
and uncontrolled this health process is with current technologies. Despite the proven 
effectiveness of vaccines in reducing infection rates, mortality, and morbidity, there are 
still doubts about their use in preventing certain infections and injuries, as well as the 
use of digital medical records for identification at public events and disease prevention. 
Therefore, this review aims to analyze the use of digital immunization cards in disease 
prevention in general.

Methods: A systematic review of Science, PubMed/MEDLINE, LILACS /BSV, CINALH, 
and IEEE and Xplore was performed using PRISMA guidelines. The authors summarized 
the studies conducted over the last decade on the impacts of prophylaxis by control 
through immunization cards. Studies were selected using the following terms: Vac‑
cination; Mobile Applications; Health Smarts Cards; Immunization Programs; Vaccina‑
tion Coverage. For data analysis, we used Mendeley, Excel, RStudio, and Bibliometrix 
software among others.

Results: A total of 1828 publications were found. After applying eligibility criteria 
(Articles published in Portuguese, Spanish or English in the last 10 years). Studies that 
only dealt with paper or physical records were excluded, as well as studies that were 
not linked to their country’s health Department, as a possibility of bias exists with 
these types of information). After removing duplicates and applying filters 1 and 2, we 
included 18 studies in this review. This resulted in 18 papers that met our priori inclu‑
sion criteria; it was found that the most relevant sources were from the databases of 
the Institute of Electrical and Electronics Engineers (IEEE).

Conclusions: Considering the selected studies, we found that scientific evidence 
and epidemiological surveillance are essential tools to characterize the efficiency and 
effectiveness of immunization passport protection intervention and to ethically justify 
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them. Technological development of digital vaccine passports can assist in vaccination 
programs and positively impact disease prophylaxis.

Keywords: Vaccination, Mobile applications, Health smarts cards, Immunization 
programs, Vaccination coverage

Background
The pandemic caused by the SARS-CoV-2 coronavirus, which causes COVID-19, has led 
health authorities worldwide to propose various forms of social behavior modification 
based on idea of limiting contagion, based on the understanding that some pathogenic 
biological entities can spread rapidly between individuals. One of the most important 
actions has been vaccination, which has always been a principal public health tool for 
preventing and controlling diseases, including the SARS-CoV-2 virus, due to its case of 
airborne transmission [1].

The virus’s rapid spread in some countries was contributed to the influx of people 
from China to other countries. This factor prompted the World Health Organization 
(WHO) to declare COVID-19 as global health emergency. The growing number of cases 
in many countries led to the disease officially being declared a pandemic. The disease 
has spread to more than 160 countries, and there were more than 492,357,252 people 
infected at the time of this writing. The speed of the spread of the disease culminated in 
a warning from the World Health Organization (WHO), which named the emerging dis-
ease COVID-19 and labeled it a pandemic and a health problem of international risk and 
emergency character [2]. Therefore, one of the biggest challenges for government agen-
cies is to slow the spread of the virus and prevent the collapse of the health care systems 
[3]. The disease spread out to more than 160 countries and infected more than 1 million 
people worldwide. Estimates of severe cases are the main concern of health authorities 
worldwide [1, 2].

The primary clinical manifestations of COVID-19 are fever (90% or more), cough 
(about 75%) and dyspnea (up to 50%) [2]. These findings are corroborated by other stud-
ies, including the study by Yang et  al. [1], which also reported changes in computed 
tomography images of the lungs that indicate more opacification, particularly in the 
lower lobes of the lungs. However, they emphasize that such findings may be hetero-
geneous, varying from person to person or even absent [3, 4]. Mild symptoms include 
headache or dizziness, diarrhoea, nausea and vomiting [4].

Traditionally, the vaccination card has been printed on paper cards that records the 
vaccinations that patients received at health care facilities. The information on these 
cards generally provides details about the person who received the dose, the date of 
administration, the type of vaccine, and other essential information added by profession-
als [5]. Digital vaccination cards serve the same purpose of ensuring continuity of care 
and providing proof of vaccination. The professionals responsible for the recording and 
the patient have access to this documentation. Some countries require an International 
Certificate of Vaccination or Prophylaxis (ICVP), which certifies vaccination against dis-
eases that may occur as a result of international travel, e.g., the yellow fever vaccine [6].

Presently, it is possible for a vaccination card to be completely digital, eliminat-
ing the need for a physical (paper) identity (ID) card. The World Health Organization 
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recommends that digital certificates do not require electronic resources from the popu-
lation, such as smartphones or computers [7].

The digital immunization (vaccination) card allows users and health professionals to 
track immunizations. The user can download the app, register, and once they receive the 
vaccine, the dose is automatically registered on the app by the healthcare professional. 
The card allows the user to retrieve the type of vaccine used, the manufacturing batch, 
and the date it was taken. These technologies have already been used at sporting events 
in Europe and Brazil [8].

The risk scenario to populations created by the new coronavirus pandemic required 
Unified Health System (SUS) of Brazil, to coordinate national efforts and orchestrate 
the actions of states, communities, and additional health services. Therefore, after the 
National Health Data Network (NHDN) launch, Conecte SUS Citizen app was refocused 
on obtaining and sharing information to help control Brazilian public health emergen-
cies, focusing on the COVID-19 vaccination process [6]. Brazilian citizens can view 
interactions carried out in health centers and follow their progress on SUS, such as 
examinations, vaccinations, drug dispensing, and health facility locations [5, 7].

In response to the COVID-19 pandemic, there has been much discussion about vac-
cination passports. Some have argued that immunity passports are unethical and 
impractical. They point to uncertainties surrounding COVID-19 immunity, problems 
with testing, uncertain economic benefits, privacy concerns, and risk of discriminatory 
effects [9].

Immunity passports can be introduced based on laboratory immune response test-
ing (a correlation of protection) or an immunization event (infection or vaccination) 
and identify individuals who are less likely to be either infected with SARS-CoV-2 or to 
transmit the virus. Scientific evidence and epidemiologic surveillance are essential tools 
for characterizing and thus ethically justifying the efficiency and effectiveness of protec-
tive measures based on a vaccination record. For example, in July 2021, the European 
Union Commission launched a digital vaccination passport program to revitalize eco-
nomic, social, and cultural activities [10].

Some countries require a Certificate of International Vaccination or Prophylaxis 
(CIVP) for international travel that proves vaccination protection against disease. This 
requirement can be found under the Travel Requirements tab. The yellow fever CIVP is 
required by more than 100 countries [11]. The CIVPs for yellow fever, polio, meningitis, 
and COVID-19 are issued in Brazil by the National Health Administration (ANVISA) 
[6]. A vaccination card can be purely digital (e.g., stored on a smartphone app or cloud-
based server) and replace the paper card, or it can be a digital representation of the tra-
ditional paper document.

The WHO has standardized nomenclature for digital documentation of COVID-19 
certification: vaccination Status (DDCC:ES), from the English “Digital Documentation 
of COVID-19 Certificates: Vaccination Status (DDCC:VS)” [12]. The WHO recom-
mends that a digital certificate should never require an individual to own a smartphone 
or computer. For example, the link between the paper record and the digital record can 
be established via a one-dimensional (1D) or two-dimensional (2D) barcode printed on 
or attached to the paper vaccination certificate [12, 13]. When this document refers to 
“paper”, it means a physical document (printed on paper, plastic card, cardboard, etc.).
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The measures used to contain the virus are mass vaccination of the population, and the 
successful adoption of vaccination strategies has already been observed in several coun-
tries. However, analyzing the impact of prophylaxis by reviewing vaccination results is a 
strategy that must be scientifically sound. Health technology tools, in the form of appli-
cations can help us answer the question of whether digital verification of vaccination 
results is an effective strategy for disease prophylaxis and improving vaccination cover-
age and disease control [5]. The purpose of this study is to review the published literature 
to assess the impact of digital management of immunization records on global disease 
prevention. In addition, this study seeks to review the published literature to assess the 
impact of vaccination records on prevention of some diseases. This article is a systematic 
review that summarizes findings relevant to translational studies. The meanings of the 
acronyms can be found in Additional file 5: Glossary

Results
A bibliometric analysis of 02/20/2022 in the databases using the search terms (“Vaccina-
tion” AND “Mobile Applications” OR “Health Smarts Cards” OR “Immunization Pro-
grams” OR “Vaccination Coverage” OR “International Certificate of Vaccination” AND 
“Prophylaxis”) found 1828 publications, with duplicates excluded. The search was per-
formed using RStudio software, and the data were analyzed using Bibliometrix [14]. In 
Fig. 1, we show the distribution of production across years. In 2019/2020, especially dur-
ing the pandemic COVID-19, there was an increased search for technological solutions 
that would allow for improved disease prophylaxis.

Characteristics of included studies

Using a bibliometric analysis of the terms in this study, we can analyze the frequency of 
occurrence of terms in publications, Fig. 2. The word cloud includes 100 terms, with the 
most prominent, “vaccination,” occurring 759 times.

After using the comprehensive search string, we identified 1828 citations by searching 
the selected databases and listing relevant article references. After removing duplicates, 

Fig. 1 Main journals that published in the area of this systematic review. They were developed using RStudio, 
using the Bibliometrix package
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1760 entries were found. Articles were selected according to the PRISMA flowchart, 
Fig. 3. This resulted in 18 papers that met our a priori inclusion criteria.

As this assessment relates to technological development, it was necessary to divide 
the references into 4 categories for data extraction and risk of bias analysis, as shown 
in Fig. 4, namely—(I) technological products (n = 7); (II) epidemiological studies (n = 2), 
(III) randomized clinical trials (n = 6), and (IV) gray literature (n = 4). The characteristics 
of the included studies are listed in Additional file 4.

Of the articles selected for this review, seven studies were conducted in the United 
States [17–23], one in Italy [24], two in Iran [25, 26], and one in Brazil [27], Canada [28], 
India [12], South Korea [13], Australia [29], Africa [30], Malaysia [31], Nigeria [32], and 
Bangladesh [33]. Three studies addressed the HPV vaccine [22, 23, 29], influenza vaccine 
[19–21], and oral cholera vaccine [33]. Approximately 11 studies addressed data extrac-
tion, manipulation, interpretation, and analysis [13, 17, 21–23, 25, 26, 28–30, 32]. The 
study population included the general population, a fictitious population, and sensitive 
data.

Of the studies associated with randomized clinical trials, 50% were conducted from 
2019 to 2021. Research addressed strategies for immunization against influenza (n = 3) 
[19–21], HPV (n = 2) [22, 23], Tdap, and pneumococcus (n = 1) [20]. The heterogene-
ity of the studies allowed for analysis of the results with samples in different groups of 
adults (n = 2) [20, 21], adolescents (n = 3) [19, 22, 23], and children (n = 1) [32].

The six randomized controlled trials used vaccination reminder apps and systems via 
text messages and e-mails. Immunization monitoring and electronic communication 
were used to increase rates of adherence to immunization programs, which was statisti-
cally significant in the studies of [19, 21, 32]. Messages to voicemail or automatic dial-
ing did not achieve significant results [22, 23], although they were associated with lower 
implementation costs at an average cost per patient of $0.86—compared with real-time 
calls—an average dollar cost of 0.5 cents per call [32]. The authors [29] also used a text 

Fig. 2 Word Cloud. Bibliometric analysis, with the RStudio through the Biliometrix, of the 1828 works 
published with the search string (“Vaccination” AND “Mobile Applications” OR “Health Smarts Cards” OR 
“Immunization Programs” OR “Vaccination Coverage” OR “International Certificate of Vaccination” AND 
“Prophylaxis”), in title/abstract/words‑keys, on xxx, march 2022, with a minimum co‑occurrence of terms of 20 
times [14]
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messaging service with shared motivational messages and reminders. Both increased 
vaccination rates among 7 years, but there were no statistical differences between them.

The use of telephone calls was an option, and studies [25, 26] evaluated the effective-
ness and cost of implementing automatically dialed telephone messages. In Ershadi et al. 
[26], and immunization registry platform was established for the first time in the Iranian 
health system, focusing on medical personnel. It was shown that the analytical capacity 
of the system can be an approach to promote better management policies and proce-
dures in controlling immunization at the national level. In Jadidi et al. [25], electronic 
vaccination records were found to increase vaccination coverage. Through the reminder 
function, this has an impact on public health and outbreak control. The important impli-
cations of using technology to support reminder-based practices continues to evolve 

Fig. 3 PRISMA 2020 flow diagram for new systematic reviews which included searches of databases and 
registers only. From: Page et al. [15]. For more information, visit: http:// www. prisma‑ state ment. org/

http://www.prisma-statement.org/
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rapidly, and resources to effectively track and promote achievement of such goals can be 
validated with clinical trials that relate targeted reminders and program goals.

Messages left in the mailbox are considered part of an old system and are sometimes 
less utilized by users. In the study conducted by [23], the authors mention the difficulty 
of obtaining valid numbers, which reduced the sample size, while [20] showed an accept-
ance of 91% (16,408/17,951) of users to receive automatic dialing messages. In a study 
of children, 99.2% of responsible parties agreed to receive reminder messages, with the 
mother representing the vast majority (98% of the sample) [32]. The use of telephone 
calls was an option, and studies [19, 26] evaluated the effectiveness and cost of imple-
menting autodialed telephone messages. In Ajakwe et al. [13], electronic immunization 
records were found to increase vaccination coverage. This has implications for public 
health and disease outbreak control. The important implications of using technology to 
support reminder-based practices continue to evolve rapidly, and resources to effectively 
track and promote achievement of such goals can be validated with clinical trials that 
correlate targeted reminder and program goals.

E-mail communication systems were also analyzed. The authors used a reminder 
system sent by e-mail after vaccination status was verified through local health system 
software and reminder letters sent each influenza season. The results obtained were 
not significant in both season 1 (p = 0.06) and season 2 (39% vs. 37%, p = 0.20) [19]. The 
status analyses on immunization status were the Michigan Care Improvement Registry 
(MCR) [19], CIIS [20, 23], Human Welfare [21], MCO [22]. Of these, only 1 focused on 
the private health insurance system [21], and 1 used paper records [32]. Through these 
applications, researchers obtained contact information and the immunization schedule, 
and later contacted them to obtain consent to participate in the study. However, the lack 
of updating of registered contacts was a limitation for the authors [19, 20, 22, 23]. Of the 

Fig. 4 Categories of studies selected for this review. Created in Biorender software (2022) [16]
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studies that addressed the development of technological solutions to monitor and pro-
mote a comprehensive vaccination program, 57.14% were from 2020/2021, indicating 
that COVID-19 was driving this search for technological solutions to expand vaccina-
tion. For studies linked to epidemiological studies, we have a total of 60% of studies con-
ducted in pandemic years (2019/2020) with the search for tools to help demonstrate the 
impact of partnerships with vaccine providers to evaluate the response to the pandemic 
through vaccination. Geographic area identification and mapping strategies were used 
to generate data on vaccination activities in segments of field areas that facilitate vaccine 
delivery and to identify socioeconomic determinants of vaccine uptake in urban areas.

Among the studies linked to the gray literature, 75% of the studies presented were 
from 2019 and only one was from 2020. These studies considered vaccination as a 
form of public health intervention in the context of disease prevention and specifically 
emphasized vaccination resistance, which is related to multiple and complex factors. 
Subsequent studies [26, 30, 31] have used the Web platform, developed and adapted an 
electronic immunization data system, and demonstrated that collection and electronic 
storage provide more accurate data, greater precision and reliability, faster access, and 
greater security. The impact on immunizations was evaluated from the point of view of 
the comprehensive functions of the software implementing the procedure, the data to be 
compared, and the evaluation of immunization protection. Another observed impact is 
the lack of control of immunization records—the use of the one-page paper structure, 
which affects the real flow of information, as it is not possible to record in detail the 
impact of diseases and link them to the absence of immunizations.

Despite the increasing use of applications in healthcare, only 16.67% of productions 
in [12, 13, 18] use application tools and only three reviewed studies reported the use 
of technologies through QR-code reading and wireless sensor systems [13, 17, 31]. In 
Hasan et al. [12], a literature search was conducted by searching some digital libraries 
such as IEEE, Springer and J-Gate with some specific keywords such as vaccine, mobile 
app, vaccine management, etc. Over the years, a total of 20 articles on vaccine manage-
ment websites and apps were selected. They served as the basis for the development 
of the app to facilitate the vaccination process and help parents and caregivers better 
adhere to their children’s vaccination schedules. In Katib et al. [18], the target audience 
was a rural setting, a software application called Jeev Para with two important functions, 
one for tracking and recording information about immunizations. Although the appli-
cation and testing were limited to environments such as a large rural setting, this solu-
tion can provide coverage for children ensuring consistent immunization. Regarding the 
application’s country of focus, it should be noted that in Haiti, as in other countries, cell 
phones and short message system (SMS) messaging have become very popular. The Hai-
tians mainly use for mobile banking. Other data that can be measured are school drop-
out rates of these families. In Ajakwe et al. [13], a convergent approach was developed 
for integration of information technology (IT) and a compliance system for real-time. 
The monitoring and enforcement of COVID-19 through immunization and prevention 
policies using facial recognition, facial mask recognition technology, a system to man-
age immunization information and status of vaccine validation requests using QR code 
authentication technology. It is noteworthy that the system has achieved 99.5% real-time 
recognition, classification, validation, authentication, and application accuracy with less 
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computational complexity and with implementation and integration. It is believed to 
have reduced the spread and transmission of viruses, among other intangible benefits, 
but there is no clinical study to validate these data.

In Sun et  al. [17], a wireless sensor system was developed to map student contacts 
related to the spread of disease over distances and to generate graphs of disease spread 
that can assess transmission of infectious diseases in an environment with 800 stu-
dents. The proposal also highlights that the connectivity–centrality metric measures the 
importance of a node during disease spread and develops centrality-based algorithms 
for targeted vaccination. In this study, the infection rate changes over time with α = 2.5% 
and 10%, respectively. The spread of the disease was divided into three phases. First, the 
disease spreads slowly from the infection sources, then it spreads widely and the infec-
tion rate increases rapidly, and finally the infection rate remains stable.

In Fiquaro et al. [31], the creation of a blockchain immunization system contributed, 
significantly with functionalities that can be added in the future—however, the registra-
tion and collection of important information are already being done. Two important 
tests were conducted, a so-called black-box test to test system dynamics (input and out-
put), and another white-box test to analyze the flow of the solution construction. The 
results of the first test—with a simple user accessing the network and logging in with an 
administrator address—showed a good response from the website in terms of loading, 
routing and the hospital system interface. In the black-box test, vaccination data entry 
and correlation with the algorithm worked flawlessly. For example, when the patient 
identification was missing (not registered), the algorithm redirected to the patient reg-
istration form page.

In Paula [27] in the dissertation conducted in Brazil, they showed that a total of 27 
evaluated apps, the size on Android platform ranged from 0.95 to 81.06 (21.6) and on 
iOS from 1.02 to 35.92 (20.3), developed between the release in 2012 and 2018. We were 
unable to capture the highlights we observed that most apps (n = 19) were only avail-
able in English and were updated in 2017 or 2018 (n = 20) as these apps were published 
and validated in randomized clinical trials. An app review result showed that the average 
user rating for the Android platforms was 3.9 out of 5.0. No user ratings were found for 
the iOS platform, because the virtual AppStore does not offer this feature. One point 
that stood out was that the apps with the highest ratings were: CANimmunize and Vac-
cine Reminer, Babá Digital, and The Vaccine Handbook app. None of these apps perform 
prophylaxis monitoring or provide data feedback for that monitoring. The app called 
Proimuni has developed an application for newborns that highlights the importance of 
recording vaccinations since time of birth.

In Moonsamy [30], the authors found no fully automated system for managing immu-
nization records with implications for prophylaxis in a review of the literature. The 
reported results of the survey showed that there are benefits to using a digital system to 
store and manage immunization records. Another highlight is that of the 5 BRICS coun-
tries. Of the 5 only 2, Brazil and Russia are still hesitant to use mixed systems. The study 
shows a great need to build and clinically test an integrated national telemedicine sys-
tem for immunization to capture the impact of prophylaxis, hospitalization, and other 
parameters.
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The results demonstrate the high complexity and dynamics of telemedicine application 
development involving software engineering. The creation and improvement of public 
policies and the flow of information as transparent as possible are necessary. It is critical 
to contributing to public health security, public safety, better use of public resources, and 
greater consistency in the effectiveness of the response to pandemics, endemic diseases 
or outbreaks.

In the epidemiological studies, they developed mechanisms for vaccination campaign 
planning and real-time monitoring of individuals’ vaccination coverage using the soft-
ware ERDAS IMAGINE, which utilizes global positioning data (GPS) for georeferencing 
[33]. They subdivided the Mipur–Bangladesh region into clusters and considered socio-
economic factors in data analysis. They used vaccines from different manufacturers and 
mass vaccination campaigns. Considering socioeconomic factors and mapping vaccina-
tion areas may help eradicate the disease. The impact of vaccination on children in each 
location and the corresponding mortality and morbidity rates were analyzed by Wilson 
et al. [28]. For ethical reasons, the study did not report specific sample data, statistical 
results, or percentages of adverse events. However, it showed that the use of similar soft-
ware could analyze the effects of mass vaccination. Below are Tables 1, 2, 3 and 4 with 
the excerpts.

Analysis bias risk

The seven studies were screened in all five domains, with [19, 20, 22, 29] being classi-
fied as high quality and low risk of bias by the algorithm used. The other studies [21, 22, 
32] were included without sufficient information to confirm quality and risk. In Fig. 5b 
shows that the studies for areas 05, 04, and 01 each have uncertainties regarding quality.

The other studies (n = 12) that did not have a clinical trial design, the ROBINS-I pro-
tocol tool was adopted. Figure 6a shows that ten of these studies were classified by the 
algorithm as being of low quality in terms of risk of bias. Only two studies [25, 31] have 
a moderate risk of bias. In terms of domains, Fig. 6b shows that domain 04 was the most 
problematic, followed by domain 05, which was unclear in two studies [30, 31], and 
another five did not have the information [13, 17, 25–27].

Discussion
The immunization record is a health document (paper card) that records the immuni-
zations received by a person. Traditionally, it has contained important data about the 
patient, such as the vaccine administered, the date of administration, the batch, the sup-
plier, and other data required by the country’s health care system. Limited paper logistics 
can impact healthcare immunization strategies and affect safety, efficacy, and surveil-
lance [34]. Digital immunization cards are immunization records in an electronic format 
that can be accessed by the patient and authorized health care personnel for the same 
purpose as the paper card: to ensure continuity of care or to provide proof of immu-
nization. In addition, digital solutions can facilitate access to health data, streamline 
immunization campaigns, and provide greater security for data storage [34]. In 2020, 
the pandemic triggered by the SARS-CoV-2 coronavirus forced public health authori-
ties around the world to propose social behavior restrictions, forms derived from the 
concept of contagion control understanding that some pathogenic biological entities can 
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spread rapidly between individuals [7]. The studies selected for this review evaluated the 
use of digital vaccination records to examine their impact on disease prevention.

The history of immunization and disease eradication directly relates to attempts to cre-
ate powerful vaccination programs. Several studies have attempted to improve, sustain, 
and support mass immunization strategies [12]. Although telemedicine did not emerge 
until the 1960s, it has gained worldwide prominence because of the disruption caused 
by COVID-19 and the resulting social isolation measures. In addition to telemonitoring, 
telemedicine has been used previously as an immunization strategy in the mapping, dis-
tribution, and monitoring of vaccine doses [35, 36]. Immunization information systems 
(IIS) are public health tools that store data on vaccination coverage at a given location. 
They offer many advantages in terms of identifying at-risk groups, managing, storing, 
and protecting data, and sharing information among health care providers when neces-
sary [34].

In the selected articles, IIS were used to collect immunization data from individu-
als and contacts and to send reminders. The use of this technology can track and guide 
health managers on immunization strategies [19–23, 36]. Studies [19, 24, 30, 32] show 
that the use of technology and the collection of information and immunizations have 
a positive impact and that transmitting reminders and sending messages can provide 

Fig. 5 Cochrane risk‑of‑bias tool for randomized trials (RoB 2.0)
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additional awareness. Digital communication, educational messages, technical details, 
reminders, vaccination statements, phone numbers, and accessibility can be factors that 
contribute to the spread of vaccination.

Reminder systems were analyzed in four main areas: voice messages, text messages, 
calls, and emails. All selected studies, except the one conducted by Brown and Olu-
watosin [32], used computerized platforms to register vaccinations from the public or 
private health system. In this work, patient data was collected using surveys and paper 
controls. The positive and statistically significant results in increasing adherence to the 
immunization program indicate that the computerization of health systems is necessary 

Fig. 6 Risk‑of‑bias analysis performed with ROBINS‑I (Risk of Bias in Non‑randomized Studies‑of 
Interventions), Cochrane
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to optimize the outcomes of interventions [32]. In addition, the way in which reminder 
letters were sent to patients or caregivers was analyzed in several ways, including use of 
incentives [21]. The strategies with the lowest cost were voice messages and short phone 
calls. However, after comparing the results obtained, it was concluded that although the 
reminder system is effective, the way it reaches the patient needs to be adapted to indi-
vidual preferences to be more effective. Therefore, more studies should be conducted 
that take into account the ease of access to information that globalization and techno-
logical advances have brought in recent years.

Tracking risk groups, the population to be immunized and the effectiveness of vac-
cine applications can also rely on technologies that use global positioning systems, as in 
the studies of [28, 33, 36]. The tools helped health professionals and provided feedback 
to managers on the number of hospital admissions and contamination of health service 
users following vaccination [28, 33]. Geolocation of individuals does not necessarily 
have to be done with expensive software. One of the largest studies of vaccination was 
conducted in the Congo to eradicate poliomyelitis used images taken with Google Earth. 
Despite the difficulties of not being able to update some of the satellite images, the study 
managed to suppress cases. It has become an example of low cost and accessibility for 
health professionals [36].

Other applications and software registered in coursework, theses and dissertations 
relate to registration control of patients [17, 18, 31] and health workers, management of 
immunization programs [12, 25] and registration and authentication of immunization 
records through facial biometrics [13]. Despite the potential use of these technologies 
for vaccine monitoring, little consideration has been given to the ethical protection of 
user data in applications, web systems and even wireless sensor networks, blockchain 
and QR codes. We noticed a lack of information or detail on how to ensure security 
and confidentiality, which we consider an important limitation of the technologies. We 
understand that review had limitations—the association of prophylaxis and the use of 
immunization control and health technologies greatly expands the scope—for example, 
we had 124 items in the first filter. In fact, we still have a lot to develop in terms of pri-
mary research in this scenario. For example, measures taken by government agencies to 
monitor important data related to immunization include the quality of data collected, 
the safety of samples and user feedback [13, 17, 27].

In Brazil, the Unified Health System (SUS) adopted the Conecte SUS application, 
with the goal of improving the exchange of health information during the transition of 
care and throughout care networks. Using cell phones or computers, citizens started to 
view their vaccination history, test results, prescription medications and other services 
offered by the national health system [37]. The use of technology to integrate health data 
not only provides patients with greater control over consultations, exams and disease 
prevention, but also allows for a faster response from the health professional when pro-
viding assistance [38]. The challenges faced in optimizing a digital health system revolve 
around the often difficult access to technology in certain regions of the country. Despite 
technical challenges, a proposal has been studied where part of the collections of vacci-
nation record data are viewed offline, with the possibility of uploading later [39].

In summary, monitoring the vaccination process along the data chain, from man-
ufacturing to the patient requires measures including many social actors, various 
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technologies, effective communication, along with an established technological base. 
Another important actor in this context is also the end user, whose participation in 
maintaining his or her data updated is essential. Financial and social security monitoring 
are important examples of tools that have great potential influence and control. The inte-
gration of research and development in the innovation process is mediated for the tech-
nology in question by the integrative research model: the combination of the capacities 
of companies, the identification of opportunities, the development and accumulation of 
capabilities, and the science and broader technology in which they operate, which makes 
it possible to transfer the innovation process back to scientific phases to improve aspects 
inherent to market opportunities.

Within this context, there is a need to introduce here the translation that in the devel-
opment of projects in fact promotes the development of new technologies, new practices 
of prophylaxis control and through public policy, support of the private sector, soci-
ety and universities or research center are built—the creation of a quadruple helix [40] 
Indeed, it is essential that we respond to proposals that carry out complete and effective 
coverage of the immunization situation across a wide spectrum, as has been shown [26]. 
Even if a website [26] is an option that does not involve feedback and appropriation of 
the vaccinated individual. A system that fully manages the national immunization pro-
cess can have a positive impact, from the production chain producing more vaccines in a 
given scenario, expanding health promotion, and on aspects of labor quality, minimizing 
attrition, and on making vaccines fully safe.

In this study, we did not look at the actions of anti-vaccinationists, but despite this 
challenge, a robust system moving in this direction, benefits could certainly be signifi-
cant from increased awareness, education campaigns, and alignment across the board, 
as well as from protective laws. The limiting of breakdowns in health care systems should 
be a priority in the search for solutions in this area. We also emphasize that this study 
supports public policies that should recommend clinical management protocols, meas-
ures related to distribution, structures, batches, and traceability, and that light techno-
logical solutions applied to this scenario are a way forward identified by this review.

Limitations
Several limitations were noted in the preparation of this systematic review. First, there 
was heterogeneity among the study proposals in finding a digital solution for vaccina-
tion. We had some studies that used different methods of information collection and had 
low validation in practice. The lack of a non-historical electronic record of vaccination 
or lack of updating of this makes it difficult to collect the sample in randomized clinical 
trials.

Conclusions
Promoting action in public health, research, and disease control means promoting 
advances in basic and applied science. Failure, uncertainty, and ineffectiveness would 
be reduced, as would misinformation. We found that some of the articles analyzed here 
[30, 45] that presented reviews attempted to build this chain but were found to lack 
understanding of translation or technology maturity levels (TRLs), suggesting that the 
technology has reached a maturity level where systems/subsystems are developed in a 
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necessary environment, i.e., in compliance with regulatory requirements. This is an 
important diagnosis made in this study. The creation of products, processes and/or ser-
vices that have the potential to solve real problems and that affect the population proves 
the characteristic of the potential for technological and innovative production. We con-
clude that the mapping and control of vaccines are an area that needs to be researched 
and, in particular, that it is necessary to develop theories about the technology and its 
implementation chains, as well as about the effects of its prophylaxis.

Methods
This study summarizes surveys conducted over the last decade, analyzing the effects of 
prophylaxis with control by the vaccination card. The study development methodology 
and inclusion and exclusion criteria are listed below.

Protocol and registration

This study was conducted in accordance with PRISMA Preferred Reporting Items for 
Systematic Reviews and Meta-Analyses guidelines [41, 42]. The protocol for this sys-
tematic review was registered in the International Prospective Register of Systematic 
Reviews (PROSPERO) [43] under registration number: CRD42022298069.

We used the reference management software Mendeley® and divided the folders 
according to the databases consulted: CINAHL, IEEE Xplore, LILACS, PubMed/MED-
LINE and Web of Science. Full reading of the title and abstract was done in pairs.

Eligibility criteria

Inclusion criteria

Studies were considered that examined the use of digital vaccination books (P) to ana-
lyze the impact of a digital vaccination card on disease prophylaxis, conversion of the 
vaccination card to digital technology as a strategy to prevent disease and improve vacci-
nation coverage (I), comparison of the impact on prophylaxis between vaccination con-
trol by a digital vaccination book (C), analysis of the impact on prophylaxis with control 
by a vaccination card (O). In this systematic review, inclusion criteria were based on the 
PICO (population, intervention, comparison, outcome) approach [44]. Articles pub-
lished in the last 10 years (2012–2022), in Portuguese, English or Spanish, dealing with 
the prophylaxis of diseases susceptible to preventive vaccination were included.

Exclusion criteria

Several studies were excluded for the following reasons: (i) reviews, letters, personal 
opinions, book chapters and conference abstracts; (ii) in vitro and model animal studies; 
(iii) studies not fully published; (iv) duplicates; and (v) studies outside the time period 
(2011–2021).

Information sources and search strategy

Individual search strategies have been developed for each of the following bibliographic 
databases: CINAHL, IEEE Xplore, LILACS, PubMed/MEDLINE and Web of Science. 
The strings customized for each database are listed in the Additional file 1. In addition 
to the 05 databases, we searched for similar studies in PROSPERO and the Cochrane 
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Library, where we obtained no results. The search was performed between December 
15, 2021, and February 11, 2022. Studies from the last 10 years in Portuguese, Spanish, 
and English were filtered out. Duplicate references were removed using Reference Man-
ager software (Mendeley®).

Study and selection

After performing the bibliographic search, we filtered articles that followed the study 
proposal and the acronym PICO. Thus, we performed a screening of the retrieved stud-
ies in two stages. In the first stage, six reviewers (Fleury Rosa, Silva, Santos, Silva, Perillo, 
Mendonça) independently evaluated the extracted articles from the databases, taking 
into account admissibility criteria established in this study (excluding studies that did 
not meet the inclusion criteria Additional file 3). In the second phase, the full texts of 
each article were obtained and evaluated by three pairs of authors (Fleury Rosa, Silva, 
Tatmatsu-Rocha, Carneiro, Oliveira, Rosa), selecting articles related to the predefined 
topics and/or subtopics. Finally, the data obtained was summarized in a “Results and 
Discussion” section written by the authors of this study in strict compliance with the 
PRISMA 2009 review protocol for systematic reviews [42].

Risks of bias and quality in individual studies

We assessed the methodological quality of the 19 studies including analysis for the risk 
of bias using the Cochrane Collaboration Tool for Bias Risk Assessment. We assessed 
the quality of the studies by having four independent reviewers (Fleury Rosa, Silva, San-
tos, Silva) analyze the risk of bias of the included articles, and a fifth reviewer was con-
sulted in case of divergent answers. Randomized clinical trials (n = 07) were analyzed 
using the RoB 2.0 platform (Additional file 2). The RoB 2.0 tool has 5 domains: (1) bias 
due to randomization process; (2) bias due to deviation from planned interventions; (3) 
bias due to missing outcome data; (4) bias in outcome measurement; and (5) bias in the 
selection of reported study [45]. Studies were categorized as “low” for low risk of bias, 
“high” for high risk of bias, “some concern” for uncertain risk, and “no information” for 
insufficient or missing information.

For the other included studies (n = 12), which are not considered clinical trials, we 
used the ROBINS-I (Risk Of Bias In Non-randomized Studies-of Interventions). It 
includes 07 domains: (1) confounding bias, (2) participant selection bias, (3) intervention 
classification bias, (4) deviation bias from planned interventions, (5) missing data bias, 
(6) outcome measurement bias, and (7) reported outcome selection bias. The scoring 
parameters were “low” for low risk of bias, “moderate” for moderate risk of bias, “high” 
if the risk of bias is severe, “critical” for critical cases of risk of bias, or “no information” 
for areas with no information. By rating the reviewers for each domain, it was possible 
to derive the overall quality of each study, and the respective results of this rating were 
presented using the Risk-of-bias VISualization (robvis) [46].
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